


The JOY of Tech.. by Nitrozac & Snaggy

The Internet of ransomware things... 30 BUCKS IN
6 BITCOIN, OR NEXT
TIME T smséx.
ON STRIKE o SMOKE, I MIGHT
HUNGRY? UNTIL YOU JussrL lé?p You
PAY UP AND sen_roo Nﬂguey S B ;
I1L UNLOCK THE NEXT TIME
MY DOOR! aCCoUNT | e YOU LEAVE, ITL My ALARM
COST YOU 100
OR I'LL ONLY | (BURNING ;“E aucsl;rs TO GET GOING TO GO
TOAST IF YOU BACK INTO THE OFF RANDOMLY
DA?EN’STO%T HOUSE, UNLESS T%‘ﬁéﬁ_ﬁ
YOLL SIVE M UNLESS YOU

ey

- 7
= YOUR DIRTY
DISHES CAN

EXCUSE US

WHILE WE :
WIRE MY WAIT, I'M > =
HACKER $100 BUSY MINING PARTICIPATE — Z il I'M TURNING
INADDOS (T THE
OR I'LL REVERSE BITCOINS. g ADeet Rt
=| MY MOTOR AND . JHEAT UNTIL
BLOW DIRT ALL . U WARM,
ACEl” ACCOUNT/

PLACE!

ILL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE

SEND ME ¢25 OR
SENLOSSDONS’L A TRANSFER. I1L TELL EVERYONE
CASH, ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH
TRASH. TO BUY AN INTERNET-

CONNECTED BROOMW

joyoftech.com
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Telia Company

* 5th biggest telecom in Europe
* 20 markets and 156 miljon clients

* Estonia as a small Proof-of-
Contsept market’

* Telia Estonia is 100% Telia
Company subsidiary




Urmo Lehtsalu

* Tallinn Polytechnic school
« Automation Systems

» Estonian Business School
* (BBA) International Business

» Tallinn University of Technology
* (M.Sc) Health Care Technology*

» Telia Estonia R&D from 2010
« Connected Home
« STB’less IPTV
» eHealth concept for Telia/Estonia
* |oT and Smart City




Telia ,Smart Environment”
experience so far
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Home Conrtrol Service

e 3 years on the market
e Hundreds of clients in Estonia and Finland

* Hardware cross-usage between domains
* Security
* Video surveiliance
* Energy monitooring
* Elderly Home Care ‘
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Swedish realestate
management platform S

utrustning, matdon, sensorer etc. Detta
tillgangliggor 100% av marknaden.
Swedish ,,Smart Environment” and realestate _ ’,

management project Oppet fastighetsnit

Fastighets3garen ger TSP, Trusted
Service Provider i uppdrag att
Goa I: skapa/driva oppet fastighetsnat.

* Connect closed verticals into one pool of services P

Kommunikationsoperatoren, KO, tecknar

Operations: tjansteavtal med TSP
e Use-Cases’ from Sweden

6ppen app-marknad
* Telia Estonia to develope and maintain the solution in ki sk
. utrustning. Tjansteleverantorernafar
Estonia tillgdng till radata. Datakan komma fran
flera kallor och kombineras

Scope of the Project: S
Nya tjanster for smarta hemmet a
100 homes

Nya leverantorer kan anslutastill

befintlig utrustning alternativt placera
[ ]
400 persons egen utrustningi hemmetelleri

* 30 partners fastigheten

* 10 service verticals
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X-Road for the Estonian eGovernance

m™n

Adapter server

Public sector

Population Health Vehicle
Register Insurance Register
Register

Adapter server

Adapter server Adapter server

Adapter server

eHealth, eTickets, eTax-Board, ePolice,

MISP

mini-

M-Parking, eSchool, eFile,

infosystems
portal
Citizen Enterpriser Public servant
view view view

Internet X-ROAD

center

Adapter server

Private sector

Telecom

Adapter server Adapter server

Adapter server

Administrative
system of the
state information
system
rha.cesti.ee




Telia ,,Smart Environment”
expectations for the future

26/10/2017



Pool of local services
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Telia CIOP Value add:
Data management
Data integrity
Analytics
Billing
Market access

Security
Provisioning
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Different domains to be connected through DATA

]

Beecham
Research

@
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The Internet of Things

Telemadicine, ¢t Pumga, Valves, Yaix, Conveyors, Pipcioes.
Matees, Orhves, Comvertng Rabeication
Assarmbly/Pacogng VesselsTanks, etc.

N (Al - [+l |

12

12 October@ 2017




Stakeholders

European comission

Work package 7 City of Tartu
University of Tartu Building unions
Tartu
CIOP
Third party applications Residents
Telia Fortum
Electric taxy

. i —
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City Level

Monitoring: Street lights, electric
vehicle chargers and rental points,
public transport, bike share, residual

heat, solar panels. ,




Building Level

Monitoring:
Electricity, gas, hot water, cold water,
heating consumption and solar panels.

Control:
Heating and ventilation.
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Apartment Level

Monitoring:

Electricity, gas, hot water, cold water,
heating consumption, air moisture CO2
levels, smoke and solar panels.

Control:
Heating and ventilation.




Personal Level

Monitoring:
Activity data, blood pressure, nutrition,
weight, sleep.

Control:
Alarm, emergency button, etc.



Service Levels

Cross Domain Services

Connecting different SErviCe leVElS  1iiiiiiiiieeeeeeereecceeceaceccasaccascasnsncnaanes
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Tartu ICT structure

TREA - Energy Mana&fé);
- Consumption monitoring
Recommendations
Time shifting
X 6 oa 1
Demand/supply management & Korteritihistud.net

Tartu City
KPI reporting tool

Home Dashboard University

- Security JO&“ - Measurements/history - Behaviour monitoring

- Video surveilance ’770/7 - Prices - Behaviour design

- Pattern monitoring % - Averages - Mobility tracking

- Home automation - Comgarisson - Home space usage patterns

|
Hi-Speed connections & Security & Provisioning

Home Building . Any other Billing

Data Data Cigy el data
Push-notes

Automated
Testing&Validation

City level Services

Telia Services

Field Bus

Social media H

Citizen engagement




But if you ask people ...
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It all starts with smart and wholistic planning

_ p—

Tark majandus Tark mobiilsus

/ \

Tark linn
Tark valitsemine Tark keskkond

\ cheHli-B.

Tark elamine ves

"~ «

Tark rahvas

M UNIVERSITYoTARTU

21



Some role-models from the world
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RIGHT
AMPERE

DEVELOPER
Elektrilevi

With the help of this
application you can find out
how large the main fuse needs
to be where you use energy.

Watch the animation
Watch the demo

READ MORE

RIGHT AMPERE

Energy related services

AGGREGATOR

DEVELOPER
Elering

The aggregator helps you to

decide how many consumers
should band together so as to
buy electricity at lower prices.

Watch the animation

READ MORE

AGGREGATOR

0

‘l]

VIRTUAL
POWER PLANT

DEVELOPER

Estonian Renewable
Energy Association

A virtual power plant helps you
decide which renewable
energy sources would make
most sense where you use
energy.

Watch the animation

READ MORE

i VIRTUAL POWER
PLANT

HEAT
MONITOR

DEVELOPER
VKG Soojus

The heat monitor is able to
track energy losses related to
your consumption.

Watch the animation
Watch the demo

READ MORE
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Services for Housing assotiations

EESTI KEELES HA BYCCKOM Foorum | KKK | Kontakt | Sisukaart Otsing

Meie teenust kasutab

KORTERIYHISTU.NET 2 3 7 0

maja iile Eesti

Teenusest sutajatugi Firmast

UHISTU JUHILE

Korteriyhistu.net on iseteeninduskeskkond,

mis muudab Korterilihistu tegevuse

efektiivsemaks ja |&bipaistvamaks
RAAMATUPIDAJALE

Suhtlus

Uldandmed

Uliriarvestus )

Haldus i .Y KORTERIOMANIKULE
Raamatupidamine .

Dokumendid

Uudised Uudiste arhiiv

31.05.2017 Uuendused 30.05.2017
Paigaldasime uuendused, mis peaks muutma osaluste ja nditudega tegelemise
vaated kiiremaks. Uue valikuna lisandus osalused vaat osaluste Olevaade, mis

)) REGISTREERU
KASUTAJAKS

annab risttabelina l te osalevatest isikutest ja vimaldab iihel vormil muuta Vajad abi? Telli tasuta konsultant
korraga korteri osalusi kBikides kululiikides. Samuti optimeerisime arvestivahetusega Liitu kaugraamatupidamisega ja saasta raha
seonduvat, nditude importi ja tapsustasime mitteviivislaekumiste kajastamist

saldodes. Jargnevalt kéige olulisematest uuendustest 1dhemalt.
10052017 Seminarid Tallinnas Kisitaisteenuse pakkumist meie parneritelt
.05.2017

Kogume kokku huvilised Tallinnas ja kiineleme kortermaja tegevuse korraldamise
parimatest praktikatest kasutades korteriyhistu.net lahendusi. Kutsume piirkonna
kortermajade esindajad seminarile. -

©
©
© Tutu hinnakirja ja erinevate pakettidega
o
©

Kontrolli, kas Sinu maja on juba liitunud?

Tasuta seminarid toimuvad algusega kell 17:15 Tallinnas jargneva kahe nadala kuuel 0 !
mmn paeval, et kdik huvilised saaksid valida sobivaima néama, | ha. Valikus on Lasnamae |]
(POOO 1 teisipaeval (23. rr'—_‘ ustamae kolmapaeval (24 i)iKata naja neljapaeval (25.

00 | mai) ning Kesklinn esmaspaeval (29. mai), Lasna, %@%) eval (30.mai) ja Lillekila
T L e ve I;_Q[mll




Services for realestate owners

< m | o a 0 = famager.com C 0 &g
X Settings

Elon Musk
Snowhound OU - Manager

Global settings
English

Europe/Tallinn
Task settings
Workbank period: 7 days

Handyman dayplan reminder: 3 days

Emergency task comply periods: ‘

Emergency: 8h

Fault: 161




Tartu demo environments

- Runs on actual CIOP environment - Cumulocity
- Presents actual use-cases
- Can be controlled remotely

iot.telia.ee — dashboard view

S - Weather station

i : - Parking sensors

- - Electric Vehicle charging

- Street light controlling

- Solar panel electricity production

- Public transportation and its infotainment management
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Extras
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Use-case development in Tartu

Monitoring

Energy

Conrtol

Visuals

Electricity readings

Apartment
Gas Readings
CO2 readings
Street lights
City
EV chargers
Heating
Apartment
Ventilation

Home Dashboard gives general overview on Pad/TV screen

Hourly consumption by apartment

second based consumption from devices
second based consumption from smart-plugs
Monthly consumption by apartement
Monthly consumption for KPI's

Live consumption for Ventilation controls
Light ON/OFF status information

Light level by % on every change

kW consumption for billing purposes
Vacancy readings for availability of chargers
Charge level of (available) machines
Radiator based termostats

System controlled automation rules

CO2 based automated controls
"Boost" button for fast ventilation

"Vacation" mode for minimal ventilation

Energy consumptions by original values (kW, L, ...)

Energy consumptions by cost
Apartment comparison to Building average

Security overview - doors/windows closed/opened

Building union information - Memos, notifications, ...



Home level devices in Tartu

. Door Sensor

._ Controller! :I:Jashboard

. Smoke Detector

|:| . s Meter
| 1ot Water Meter

Cold Water Meter
@ Thermostat

.Smart Plug

. hermostat

-H-@) Thermostat

@ i

. Thermostat



loT + Analytics + digitaal service

GRANNY

Things Value

YOUR PHONE

GRANNY TRENDS
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Challenges in Smart Cities

<

Lack of fixed standards

*New vs “old” standards —e.g. MQTT vs mBus
*Legacy investments in the city have set the bases for standards to be supported
*There are so many standards one can choose for solving the same case
*Every use-case can be solved on different standard

*Many legacy systems use proprietary approach

Lack of common API’s
*Until now most of the Cloud solutions use proprietary API’s
*Thus most of the actors will not be seemlessly connected

Lack of standards
*Project ESPRESSO

| Lemel IEC
= 1] e ISO/IEC JTC1

ITU-T
Source: Report on standardization needs for Smart Cities, ISO/IEC JTC1 SG1




loT possibilities
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Transport Digital Cameras Pumps
Fire & Safety Power Systems Valves
Lighting Dishwashers Pipelines
Security Computers Motors
Access Meters Drivers
Lights Assembly
TVs Packing
Game Consoles Fabrication
Alarms
Turbines MRIs
Windmills Implants
Batteries Pumps
Meters Monitors
Generators Surgical Equipment
Drills Telemedicine
Sensors

o
&‘*\o é@d
G,Qo N *\o"’
<& € &
POS Terminal
Tags
Cash Registers
Vending Machines
Signs
Air CCTV
Rail Tanks
Marine Jets
Planes Environmental Monit.
Signage Cars
Tollls Ambulances
Logistics

Based on the M2M World of Connected Services chart by Beecham Research

Servers
Storage
PCs
Switches
Routers



Technology evaluation matrix

Categories and attributes Kaa Cumulocity FIWARE
Supplier 45 80 58
Community and openness 80 48 76
Cost (less is better) 85 62 78
Functional requirements 69 80 62
Non-functional requirements 80 75 75

Final score 73 71 69




loT ARHITEKTUUR

www.telia.ee www.tooriist.ee

WWW. postimees.ee

Communication Exchange

Andmeanallts Videoplatvorm
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BigData
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Infokorraldus Broneerimissiusteem

DocMarket

www.rakendus5.pl

Fithessandmed
Meditsiiniandmed
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NEW PARADIGMA —
OPENING SERVICES AND DEVICES
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HOW? “GRANNY TRENDS”

, : YOUR PHONE
| |
| |
I I
| | GRANNY TRENDS
| |
GRANNY : |
| |
! I
I I
| |
| |
I I
I I
Value
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New paradigm

Additional App’s (Service provider over the solution)

[ Security] Energy

Health ] [ Insurance][ Energy Efficiency][ J
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Data Flow Control
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